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Abstract—In the era of 6G, securing the computing continuum,
which includes cloud, edge and IoT infrastructures, is a major
challenge. This paper addresses these challenges by presenting a
secure framework to develop advanced cybersecurity solutions
tailored to this complex environment. The proposed security
architecture is designed to comprehensively address issues such
as decentralized governance, increasing heterogeneity and an
increasingly sophisticated threat landscape. A central focus is
on the Zero Trust Architecture (ZTA), which ensures that no
internal or external entity is trusted by default, increasing
security at every access point. In addition, the integration of Al-
powered automated closed-loop security mechanisms is explored,
highlighting their role in detecting and responding to threats
in real time within the cloud edge continuum. Data security
and access management are critical for safeguarding sensitive
information in distributed environments. The paper concludes
with a discussion of limitations and future research directions,
emphasizing the contributions of the proposed framework to
improving cybersecurity resilience, preparedness, and awareness
in the context of 6G computing environments compared to
traditional approaches.

Index Terms—zero-trust architecture, Al-enabled security,
threat, detection, response

I. INTRODUCTION

An Internet of Things (IoT) ecosystem is a network of
interconnected devices, sensors and software applications that
collect, analyze and share data [1]. The emergence of new
networks and cloud paradigms with 6G has made it possible to
distribute computing resources and processing tasks between
centralized cloud servers and edge servers and support many
remote devices. This creates a continuum of computing capac-
ity that offers multiple benefits, including lower latency, band-
width efficiency, data protection and compliance, resilience
and reliability [2]. As we move towards an interconnected net-
work of IoT devices and applications, we encounter a variety
of entities and devices, each with its own role and potential
vulnerabilities. These elements constantly communicate, ex-
change data and influence each other, creating a complex and
extensive ecosystem. Therefore, 6G must employ advanced,
intelligent, and flexible security mechanisms to ensure this
ecosystem’s integrity, interoperability, and functionality, which
supports critical infrastructure and applications across multiple
industries. These mechanisms must protect the individual
components throughout their lifecycle and, therefore, the wider
interconnected systems. For this reason, ensuring a secure
data processing continuum encompassing both edge and cloud
networks is essential to protect the security and privacy of IoT
data and its associated systems.

In the future, the 6G network, which includes all compo-
nents communicating via standard communication paths, will

979-8-3503-5469-0/24/$31.00 ©2024 IEEE

be the biggest attack vector for complex IoT systems [3].
However, determining the appropriate path to security depends
on the specific application and service, making it difficult to
develop standards and best practices. In addition, large indus-
trial companies often face the challenge of quickly remediating
dangerous vulnerabilities in their technical networks and office
network perimeters [4]. Cyber attacks can cause data leaks,
disrupt internal IT systems and lead to unplanned shutdowns
and downtime in production and shipping, sometimes lasting
weeks and causing hundreds of millions of euros in losses
[5]. According to the EU’s Cyber Resilience Act, the annual
cost of cybercrime worldwide is estimated at €5.5 trillion by
2021, largely due to successful cyberattacks on hardware and
software products [6].

This paper addresses the urgent need for improved cyberse-
curity in critical infrastructure systems, focusing on developing
innovative security solutions for cloud-edge integration. Our
contributions in this paper include outlining the proposed
framework, describing its architecture, and presenting use
cases that demonstrate its effectiveness in improving security,
resilience, and efficiency. By introducing advanced security
mechanisms such as Zero Trust Architecture (ZTA), Artifical
Intelligence (Al)-driven automation and secure data lifecycle
management, we aim to mitigate cybersecurity risks and
ensure the reliability of critical infrastructure operations in the
face of evolving threats. The rest of the paper is organized
as follows. Section II details key challenges in securing the
compute continuum in 6G. Section III gives the general
security architecture. Section IV gives the main bases of
architecture, including ZTA aspect, details on Al-powered
automatic closed loop security and details on data security and
access management. Section V gives the future directions, and
finally, Section VI provides the paper’s conclusions.

II. KEY CHALLENGES IN SECURING THE COMPUTING
CONTINUUM IN 6G

6G is tapping into THz-level communication while catering
edge intelligence to reach beyond the constrictions of net-
working infrastructure put forward by 5G standardization. This
enables the envisioned guarantees of > 1 Tbps data rates,
< 0.1 ms E2E delay, < 10 ns processing delay, and other
amplified aspects [7]. 6G standardization advances current 5G-
based solutions through cutting-edge use cases and enabling
technologies [8], [9]; that envisages an intelligent IoT or Inter-
net of Everything (IoE) based service infrastructure expanding
to the cloud edge continuum [7], [10]. These aspects lead to a
more diverse IoT-Edge-Cloud (IEC) continuum infrastructure
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with 6G that attributes extended heterogeneity, decentralized
operation, and highly dynamic ecology. Hence, threat and
attack vectors attempt to metamorphose the current threat
landscape into one extending to the entire IEC continuum.
Key challenges that we have observed in this research are
listed below.

A. Decentralized governance

Holistic autonomy in service deployment, operation, main-
tenance, and termination is a requirement shadowing the 6G
use cases, where it is critical with autonomous or connected
vehicle-based deployments [11], [12]. Facilitation of autonomy
is only possible by distributing the management/orchestration
operations to the proximate domains of service delivery points.
With these scattered governing domains, maintaining con-
sistency across security policies and specifications is going
to be an arduous task, especially considering that decentral-
ization is not only limited to the IoT layer but extends to
the edge layer considering the O-RAN integration [13]. The
governing/operating policies are changing through the E2E-
IEC tunnel of a specific 6G service from local domains to
metropolitan, regional, and national levels. From a security
perspective, automated security initiatives are limited to access
control via authentication and Intrusion Detection and Pre-
vention Systems (IDPS). Decentralization also causes access
to digital systems to be domain-specific, where user identity
should be verified at each domain crossing through a repeated
authentication query since the trust domains are bound to
the governing domains. Thus, updating authentication protocol
specifications, access control policies, IDPS signature/pattern
databases in real-time, and managing user identity trustfully
across the continuum is challenging.

B. Extended Heterogeneity and hereditary threat landscape

6G introduces a new perspective to service infrastructures
that extends to the IEC continuum. From the IoT device
layer end, the expected intelligence within its domain re-
quires more resourceful IoT nodes that feature energy-efficient
strategies [14], [15], or a group/array of devices collaborating
to achieve complex computations in a secure multi-party
manner [16]. The communication in the same domain is
exploring less energy-consuming choices to align with Low
Rate Wireless Personal Area Networks (LR-WPAN) for intra-
IoT sensory/actuator domains and Low Power Wide Area Net-
working (LPWAN) transceivers for communication of inter-
IoT-domains. The heterogeneity observed in this context is
obvious and extends beyond devices to the protocol level.
This expands the current appraised threat landscape to novel
bounds, where low-rate and energy-efficient aspects are most
lucrative for attackers since security is expected to be minimal
with such deployments. Further, the flexibility offered through
O-RAN integration to the immediate edge domains extends the
heterogeneity towards the edge domain, which was limited to
the device/access or IoT layer in 5G. Interoperability concerns
attributed to this extended heterogeneity are perfect hunting
grounds for capable cyber intruders, where a successful cyber

attack within the edge domain can grant access to IoT and
cloud directions in the IEC continuum.

C. Advanced persistent threats (APTs)

As its name implies, APTs are highly sophisticated, long-
term cyberattacks often orchestrated by highly skilled hackers
aimed at stealing sensitive information, disrupting operations,
or causing extensive damage [17]. In the context of 6G, the
extended heterogeneity and hereditary interoperability discrep-
ancies facilitate the APTs to be more stealthy within the
network. They may use sophisticated techniques to blend
in with normal network traffic or evade, making them even
harder to detect and allowing them to persist for extended
periods [18]. APTs can launch multi-stage operations, but with
6G, they may exploit diverse vectors of autonomous security
defences simultaneously [19]. This could involve combining
network-based attacks with direct attacks on IoT devices, edge
computing infrastructure, and even leveraging quantum com-
puting resources. APT actors can exploit vulnerabilities in 6G
technologies, using zero-day exploits and other sophisticated
methods to compromise the network.

D. Attacks on automated intelligence in 6G and Al-enabled
attack models

Al/Machine Learning (ML) can be beneficial for attackers
as well as for defence. Adversarial attacks are the most
possible threats that can manipulate AI models to cause
incorrect outcomes [20]. Since 6G systems depend more
on such intelligence, designing defence for such attacks is
paramount. Poisonous attacks hold the same intensity in
this threat landscape, while they cause the most impact in
distributed/federated learning deployments [17]. Adversaries
can leverage Al models to predict the outcomes of typical
IDPS entities in traffic analysis and input patterns to the
traffic channels that would not be detected by current means
through persistent assimilation [21]. Similar approaches can be
taken to launch DDoS, bot-based, traffic diverting, and service
disruption attempts, where the impact is colossal considering
the 6G guarantees.

E. Resource constraints on edge Vs. quantum computing ca-

pabilities

It is obvious that edge devices typically have limited compu-
tational resources, making it challenging to implement strong
encryption and other security measures without impacting
performance [22]. This is more critical in the case of O-
RAN deployments, where such services are to be operated
with a considerable security level [23]. Cloud-based quantum
computing services can now be accessed through paid means.
Thus, even if traditional means of cryptography are utilized to
provide a level of security that compromises edge resources,
that possibility dilutes the defence of the IEC tunnel, especially
at the edge domain.

Table I tabulates novel solutions that can overcome the
above mentioned challenges.
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TABLE I: State-of-the-art solutions to overcome the security challenges of 6G IEC continuum

State-of-the-art Solutions Short Description Security Challenges
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Quantum Resisting Cryptog- | Post-quantum methods are designed to withstand the operations of quantum algorithms [24] | [25] |[26]

raphy such as Shor’s and Grover’s.

Decentralized Identity Man- | DIDs are unique identifiers created and managed independently of any centralized |[27] |[[28],

agement registry or authority. They are stored on a decentralized network, such as a blockchain. [29]

Self-sovereign identity Leverage DID creation, but enhance privacy by minimizing the amount of personal | [30] |[31]

data shared and stored. It employs cryptographic techniques to ensure that identity
information is secure and verifiable.

Decentralized Concepts of blockchain decentralization applied for securing cryptographic keys and | [32] | [33] [34],

Key/Certificate Management | certificates. [35]

Security ~ Service  Level | Security policies and access levels agreed upon by parties facilitated by a certain service |([36], |[[36], |[36],

Agreement Management should be traced and monitored for violation, ensuring security. [371 | [37] | [37]

Autonomous security orches- | Integration, as well as coordination of various security tools and processes to streamline | [38] |[[38], | [38] [39]

tration and automate security operations to integrate, automate, coordinate, and monitor. [39]

Al-enabled security defences | Leveraging Al constructs to launch autonomous and active response defence functions. [40] | [40]

I:l IoT Device Domain I:l Edge Domain

III. GENERAL SECURITY ARCHITECTURE

We propose a general security architecture in Figure 1 to
provide a secure, connected IoT ecosystem across multiple
layers of the cloud edge continuum.

Functional Security
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Threat Detection and
Response
Data Security and
Management

Authentication &
)

Management
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Control
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Authorization

End to End Orchestrator

Fig. 1: General Architecture with 6G User, Control, and

Management Planes
The proposed architecture provides a comprehensive se-

curity framework that safeguards interconnected levels and
planes from individual devices to the cloud. It combines
security measures with orchestration capabilities to ensure a
holistic and adaptable approach to securing the entire ecosys-
tem. The cloud edge continuum network connects sensors, ac-
tuators, drives, controllers, robots, machines and other devices
that need to communicate in real-time (I/O communication).
The architecture is divided into four main blocks comprising
the management, control and data planes as follows:

IoT Device Authentication and Authorization: The au-
thentication and authorization of IoT devices at various levels
ensures secure access to the network. At the device level,
devices are authenticated with specific credentials or digital
certificates before gaining access to the network. The far-
edge level manages authentication for devices and services
with policies and access controls. Similarly, the near-edge
level manages authentication to ensure only authorized entities

I:l TIoT+Edge Domains I:l Edge+Cloud Domains

access the network. At the cloud level, authentication extends
to cloud services, applications and users.

IoT Data Security and Management: [oT data security
and management involves multiple levels of encryption and
secure data handling. This includes encryption and secure data
management on the devices at the device level. At the far-
edge level, data transferred between devices is secured through
encryption and access controls. The near-edge level ensures a
secure data flow between devices and services. At the cloud
level, data security includes encryption at rest and in transit
and strict access controls for cloud data.

Threat Detection and Response: Threat detection and re-
sponse are critical components at all levels of the architecture.
At the device level, basic intrusion detection monitors device
behaviour for anomalies. Advanced Intrusion Detection and
Prevention Systems (IDPS) are used to detect and defend
against threats at the far-edge level. The near-edge level
analyzes network traffic for potential threats and reacts accord-
ingly. At the cloud level, monitoring includes using Security
Information and Event Management (SIEM) systems and Al-
based detection to monitor cloud services and infrastructures
for security incidents.

End-to-end Orchestrator: The end-to-end orchestrator
plays a crucial role in ensuring the security and integrity of the
entire architecture. It coordinates authentication, data security
and threat detection at all levels and manages policy enforce-
ment, dynamic provisioning and real-time security response.
This ensures consistent security measures and automates re-
sponses to evolving threats to maintain a robust and resilient
IoT ecosystem.

Figure 2 shows the low-level design of the proposed ar-
chitecture with interacting layers and components. The ar-
chitecture enables robust protection against lateral movement,
granular access control and unified policy enforcement through
the Zero-Touch (ZT) Policy Controller, regardless of the
underlying infrastructure, allowing it to be deployed flexibly
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Fig. 2: Low Level Design Architecture of Secure 6G Networks

in the cloud or on-premises. ZT policies are enforced through
parallel orchestration across network, cloud/edge and cyber-
security domains to ensure end-to-end security. Each domain
has custom policy orchestration and automated response via
its own controller. The Orchestrator manages network traffic,
access, applications, and databases via predefined policies.
The orchestrator analyses the collected data, which mitigates
threats through automated policy changes. The secure and
resilient edge/cloud orchestration layer is critical for efficient
service orchestration. It addresses inter-node and intra-node
aspects and enables automated closed-loop security in the
cloud-edge continuum. Cross-node orchestration treats every
interaction and service placement as potentially untrusted to
ensure a secure environment across multiple nodes. Continu-
ous auditing and authentication of interactions and resource
allocations within a node prevent unauthorized access or
compromise. The integrity and authenticity of data are verified
at every step to minimize the risks associated with telemetry
data and service placement decisions.

IV. MAIN PILLARS OF ARCHITECTURE

In this section, we introduce three main pillars of the
proposed architecture, namely ZTA, Al-powered closed-loop
security and data security and management and describe how
each can help improve the overall security of the IoT networks.

A. Zero Trust Architecture (ZTA)

The proposed architecture’s first base is ZTA for the cloud-
edge continuum in IoT networks. Fig. 3 shows the logical
components of the ZTA that are investigated in this paper. The
architecture consists of logical components in management,

control and data planes. The policy engine and the policy
administrator are in the administration and control levels. At
the data plane, the Policy Enforcement Point (PEP) executes
the policies with the help of agent interactions. ZTA, as a
philosophy implemented through architecture and technology,
adopts a “never trust, always verify” approach, enabling micro-
segmentation boundaries, continuous authentication, and au-
thorization mechanisms [41]. ZTA verifies IoT devices, as-
sesses risks, enforces policies, and establishes secure con-
nections. It transfers identity, trust, and authority information
to the orchestration layer for finer-grained access control.
ZTA securely connects IoT devices to resources, reducing the
attack surface, preventing lateral propagation and data loss,
and minimizing breaches [42]. A secure private cloud acts as
a control point to enforce zero-trust policies, ensuring users
access only authorized data and resources, enhancing security
across risk, cost, and usability dimensions [43].

To ensure security and reduce risks, ZTA performs several
actions when IoT devices connect to applications and data. Ini-
tially, it checks connection requests, verifies IoT device iden-
tity, and assesses the risk level. Technologies like Multi-Factor
Authentication (MFA), Blockchain-based Self Sovereign Iden-
tity, or Public Key Cryptography (PKI) are crucial to safe-
guard credentials [44]. ZTA enforces policies, connecting IoT
devices only to authorized applications, eliminating the risk
of lateral propagation and network segmentation complexities.
It establishes secure, outbound-only connections to requested
resources, keeping transactions invisible and minimizing attack
surfaces. ZTA is expected to perform these actions for every
transaction, ensuring scalability and performance [45]. While
ZTA is a progressive step towards securing IoT services, it
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requires improvements to address evolving challenges [46].

B. Al-powered automatic closed loop security in cloud-edge
continuum

The second base of the proposed architecture focuses on
Al-powered data security in the cloud edge continuum. Us-
ability testing ensures that these Al-powered security measures
maintain data processing efficiency. Continuous updates to Al
models and security measures are prioritized to meet evolving
data security requirements. ML techniques, including feder-
ated learning, preserve privacy during data communication
and ensure a comprehensive approach to Al-powered data
processing. ML-based anomaly detection algorithms identify
suspicious data access patterns, increasing overall security
[47]. The cloud edge continuum seamlessly integrates edge
and cloud computing and optimizes data processing by com-
bining local processing at the edge with the advanced ca-
pabilities of cloud computing. Al, automation and cloud-
native technologies enhance security measures and comple-
ment traditional methods, especially in automated closed-loop
security control [48]. Al is used to analyze the behavior of
IoT devices and units, detect anomalies and threat hunting.
This includes analyzing trends over time, correlating data
from different sources and developing comprehensive threat
eradication plans. Post-incident activities, including lessons
learned and continuous improvement of protection, detection
and response to new types of attacks, are essential.

C. Data security and access management

The third base of the proposed architecture is authenti-
cation mechanisms for the IoT combined with continuous
monitoring and strict access control, whereby the proposed
architecture assumes that there is no trust within the IoT-
enabled cloud-edge continuum networks [49]. The proposed
architecture’s identity infrastructure will be critical to building
ZTA’s identity-based capabilities. The proposed architecture
continuously monitors security. Each user, device, and ap-
plication will be independently verified, and the automated
security of each user, device, and application will ensure

that access authorization is dynamically and automatically
adjusted in real-time based on trust level (based on attributes,
behaviours, and access context). Some zero trust authentication
mechanisms such as MFA, continuous authentication, IoT
device health assessment, user and entity behaviour analy-
sis (using Al algorithms), micro-segmentation, application-
level security (beyond the network level), software-defined
perimeter, Identity and Access Management (IAM), digital
certificates, and passwordless authentication are also critical
aspects to be embedded into the design.

V. LIMITATIONS AND FUTURE DIRECTIONS

The deployment of the proposed architecture is challenging,
and the following limitations of the main pillars should be
considered in order to fully take advantage of it.

A. Al-powered closed-loop security

Although Al-powered security has made significant progress
in the cloud edge continuum, it faces limitations, including:

« Ensuring data confidentiality and integrity between edge
devices and cloud servers, for instance, poses significant
privacy and security risks during AI model learning. The
proposed architecture uses Federated Learning (FL) tech-
niques to train models for security functions across multiple
decentralized devices and servers to keep data localized.
With secure model aggregation techniques, FL prevents
sensitive data from being transmitted and reduces their
exposure.

« Evolving cyber threats: The latest threat patterns require
continuous learning and adaptation, which can be resource-
intensive and challenging to manage in a distributed cloud-
edge environment. For this reason, Al models may not per-
form equally well across different environments or against
novel attack vectors. Ensuring that these robust models
can generalize well across diverse scenarios is a significant
challenge. In addition, training and maintaining Al mod-
els, especially in a distributed environment like the cloud-
edge continuum, can be resource-intensive regarding data,
computing power, and expert personnel. The proposed ar-
chitecture adopts Machine Learning Operations (MLOps) to
maintain up-to-date, security-efficient AI models and facili-
tate rapid adaptation to new data by automating key aspects
of the model lifecycle to provide actionable intelligence
and automated responses. Connecting Al systems to various
Cyber Threat Intelligence (CTI) sources is also vital. These
sources provide up-to-date information about the latest cyber
threats, vulnerabilities, and attack strategies. The proposed
architecture integrates this intelligence, AI models can be
trained with the most current data (not only log data but
also network traffic, endpoint activities, edge/cloud events,
threat intelligence and IoT or device behaviour in both real
and digital twin environments), helping them recognize and
respond to new and emerging threats more effectively. In
addition, the proposed architecture integrates with up-to-date
security tools, executing remediation actions and improving
threat detection capabilities.
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TABLE II: Comparisons of Proposed ZTA-enabled and Traditional Security Management Approaches

Characteristic Proposed ZTA-based Approach Traditional Approach
. S — Traditional username and password authentication.
L — Blockchain-based authentication
Authentication mechanisms — MFA methods.
' — PKI based authentication.
— High level of security due to ZTA framework
— Al-driven models for threat detection and — Relies on perimeter-based security measures
Security anomaly detection. — Traditional firewall and intrusion detection/
— Al-based intrusion detection systems (IDS). prevention systems.
— Federated learning for collaborative threat intelligence.
— Provides flexibility in
Syst hitect device inty ti .. . . .
o system archutecture and. evice integration — Limited flexibility due to rigid security perimeters
Flexibility with advanced security orchestration - -
. — Traditional security management platforms
and automation platforms
for automated security deployments.
- — Scalable architecture suitable — Limited scalability, especially
Scalability . . .
for large-scale deployments in dynamic environments
— Offers resilience against cyber threats through
1-ti itori d adapti it . .. .
real-ime monitoring and acaptive SCCurity measures — Traditional vulnerability scanning and patch management.
- — Al-based vulnerability assessment tools. .
Resilience - — Vulnerable to cyber-attacks and may require
— Automated incident response manual intervention and incident response for mitigation
using SOAR (Security Orchestration, P g
Automation, and Response) tools.
Efficienc — Optimized resource utilization and efficient data — May suffer from resource bottlenecks and
y processing with cloud-native security solutions performance issues
Cost — Initial setup costs may be higher but offers long-term — Lower initial costs but may incur higher expenses for
) cost savings through improved security security breaches and maintenance

o Adhering to evolving regulatory requirements and eth-
ical standards, especially in different jurisdictions, is a
complex and ongoing challenge. The proposed architecture
aims to explore and understand regulatory boundaries for
compliance with key EU directives like the NIS (2016),
NIS 2 (2022), EU Cybersecurity ACT (2019), and Cyber
Resilient ACT (2022), ensuring seamless integration of tech-
nologies within these frameworks and addressing potential
barriers proactively.

Automating closed-loop security with policy enforcement
and orchestrating security responses are critical for man-
aging Zero Trust networks’ complexity and dynamic nature.
The use of Al firstly enhances the predictive capabilities
of ZTA systems to anticipate threats before they occur,
such as the prevention of APTs or analyzing CTI from
various sources to understand the threat landscape, followed
by a real-time response to detected threats and anomalous
behavior. The proposed architecture aims to interact with
a CTI source by receiving and analyzing threat data, in-
cluding indicators of compromise (IoCs), tactics, techniques,
and procedures (TTPs) of adversaries. This intelligence is
integrated into the proposed architecture’s monitoring and
detection systems, enhancing their ability to identify and
respond to potential threats. The proposed architecture uses
this information for proactive threat hunting to refine its
incident response strategies and update defense mechanisms
based on insights gained from the intelligence.

B. Data security and access management

« Securing access management: In IoT-enabled cloud edge
networks is a significant challenge, particularly as the IoT
evolves alongside computer networks and the Internet. The
complexity of the digital landscape, especially with the
advent of 6G, underscores the necessity for robust, scalable,

and automated authentication methods [50]. Securing IoT
data, particularly for low-cost devices with limited storage
space that store all information on cloud servers, is a
pressing issue. With the introduction of 6G authentication,
where cloud servers utilize Al to process data, securing
cloud data becomes even more intricate. Key considerations
for protecting IoT data in the edge-cloud continuum include
device authentication and authorization, secure communica-
tions, end-to-end encryption, device lifecycle management,
secure boot, firmware updates, access control, and security
audits.

PKI or Digital signature: These technologies have become
integral for secure web communication, enabling servers
to verify their identity through digital certificates [S1]. In
the context of IoT, PKI and digital signatures are not
only relevant but also complementary. They are crucial in
establishing secure, trusted, and verifiable communication
channels between IoT devices and the edged/Cloud servers.
These channels are foundational for the reliable functioning
of advanced technologies in these domains, especially when
Al is utilized in the cloud server. The traditional method
of obtaining certificates can be costly, but with Al and
blockchain, certificate issuing and revocation can be faster,
more efficient, and cost-effective for users.

Quantum-safe authentication: It is being used due to
the development of quantum computers. Mostly used ECC
and RSA are prone to quantum attacks, and the quan-
tum algorithms are very costly [52]. So, we may use the
hybrid approach to secure communication from quantum
attacks and be cost-effective for the user. Also, we can use
the conventional approach to secure communication during
authentication. Advanced Encryption Standard (AES), 256
bits, can resist quantum attacks.
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C. Zero Trust Architecture

« Internal Threat Handling: As cyber threats evolve, con-
tinuous adaptive risk and trust assessment capabilities are
needed to adjust to new threats dynamically. For example,
while the ZTA effectively verifies trust before access, it
may still be vulnerable to threats from insiders to whom
access has already been granted. For this reason, techniques
for continuous behavioural analysis and anomaly detection
systems must be enhanced to quickly and accurately identify
anomalous behaviour that may pose a risk of insider threats,
orchestrate appropriate security responses and enforce secu-
rity policies. In this paper, we propose to build an incident
handling plan in line with the NIST4 Incident Response
framework, which includes cyclical activities of continuous
learning and progress to discover how best to protect a
system such as an IoT network with an autonomous threat
detection and mitigation framework.

o Performance Degradation: The use of cloud services for
security offers scalability and flexibility, allowing organisa-
tions to deploy zero-trust controls in a variety of environ-
ments seamlessly. However, additional security controls and
continuous monitoring can lead to performance degradation,
SO optimisation is necessary to ensure that security measures
do not degrade system or service performance. This paper
aims to propose a sophisticated security orchestrator capable
of instructing container orchestrators to implement updates
in network services. The primary objective of these updates
will be to effectively contain or eradicate any security inci-
dents and guarantee the uninterrupted and correct operation
of all network services during and after the implementation
of security measures.

« Resource Constrained Devices: The ZTA focuses primarily
on IT devices, and there is a gap regarding other connected
devices, such as IoT devices, which can be large in number
to control and may not support advanced security features.
Additional mechanisms are therefore needed to manage
security and trust on a large scale and across the diversity
of IoT ecosystems. This paper proposes a strategy for
segmenting connected devices to prevent lateral movement
attacks. Additionally, it aims to implement extra control
functions within the network to enhance the protection of
devices with limited security features.

o Usability: Strict authentication processes can sometimes
lead to a tedious user experience, with repeated login
prompts and delays. This calls for innovative solutions
that reconcile security and ease of use, such as more
adaptive authentication methods that exploit user behaviour
and context to reduce unnecessary frustration. This paper
aims to introduce an advanced continuous verification mech-
anism for ZTAs. At its core, this mechanism leverages
an innovative and unobtrusive Multi-Factor Authentication
(MFA) approach. The key feature of this MFA method is
its transparency, which eliminates user interaction, thereby
streamlining the authentication process. Additionally, This
paper aims to design this approach for easy integration with

existing platforms, enhancing security and user experience
without compromising operational efficiency.

Finally, Table II compares the proposed ZTA-enabled and
traditional security management approaches.

VI. CONCLUSION

In this paper, we have shown that it is possible to improve
security, resilience and efficiency in areas such as smart grids
and manufacturing by developing and implementing innovative
security solutions, including zero-trust architecture, Al-driven
automation and secure data lifecycle management. This is
an important step in addressing cybersecurity challenges for
critical infrastructure systems. Our findings underscore the
importance of proactive measures to protect critical infras-
tructure from cyber threats and highlight the effectiveness of a
comprehensive approach that combines advanced technologies
with security best practices. Further research and collaboration
are essential to advance the state of the art in cybersecurity
and ensure the long-term security and reliability of critical
infrastructure systems.
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