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Abstract—Cyber Physical Production systems are complex 

systems in nature, consisting of several physical and cyber 

components communicating through sensing and data 

communication protocols. These systems have played a crucial 

role in maximizing production and maximized efficiency 

because of their control, which occurs via a network 

communication protocol. With such massive advantages, new 

threats have also emerged, especially in cybersecurity and 

digital forensics investigations. This article presents a systematic 

review of the literature on forensic investigation approaches 

used in physical cyber production systems. The objective is to 

understand the landscape, challenges, risks, limitations, and 

opportunities within the forensic investigative processes of cyber 

physical production systems. 
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I. INTRODUCTION  

The era of Industry 4.0 technologies has transformed many 
industries in terms of increasing production and efficiency [1]. 
This was precipitated by the nature and functionalities of the 
emerging technologies employed in Industry 4.0 which are 
characterized by high-speed data acquisition and data 
processing. Such characteristics include cloud and edge 
computing technology, Internet of Things (IoT), Industrial 
Internet of Things (IIoT), Big Data analytics, Cyber Physical 
Systems, Smart Systems and etc, as depicted in Fig. 1 [2], [3]. 
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Fig. 1. An overview of some of the key industry 4.0 technologies 

The field of cyber-physical systems (CPS) also emerged 
from Industry 4.0 technologies as IoT technologies were 
gaining momentum in their usage by various industries. The 
CPS incorporates all the mentioned properties of Industry 4.0 
technologies into one system by merging the cyber 
component, the physical component and the human factor 
component as depicted in Fig. 2 [4]. The cyber components 
has the responsibility to run software, the physical 
components ensure that physical activities are conducted and 
products can be produced, while the human components 
ensure that there is synergy between the two components [5]-
[7].  

The main components of cyber components are usually 
known to consist of a data communication network protocol, 
which ensures that there is swift and smooth connectivity and 
data communication; computing and data control centers 
which ensure that there is efficiency in  data production and 
storage in a safe manner [7]-[9]. The physical components 
consisting of physical sensors and physical actuators which 
also have a software component embedded on them to enable 
them to communicate with the human component and cyber 
component as depicted in Fig. 2 [10]. 

 

Fig. 2. A pictorial representation of a cyber-physical system [11] 

Despite the increase in production and efficiency, 
cyberphysical production systems (CPPSs) face serious 
challenges especially with this era of systems security 
vulnerabilities [12],[13]. The smarter the system is, the more 
vulnerable it becomes due to the many smart components 
required to complete the systems efficiently. One of the main 
concerns of these systems is protecting the entire system 
against sophisticated cyber threats and sophisticated cyber-
attacks [11],[14]. Safeguarding the CPPS comes with 
numerous challenges due to the complex nature of the system. 
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According to Duo et al., [11], there are several cyber-attacks 
that emerge at various components of the CPPS. Such threats 
can be either time-oriented or even oriented or both occurring 
together [11]. Harkat, et al., [9] have presented a systematic 
review of cyber physical system security, to identify the main 
challenges and major concerns. In [6], a review of CPS and 
cybersecurity systems in smart grid was presented. The main 
objective was to review the existing standards, protocols, and 
constraints and recommend the appropriate framework for 
protecting such structures [6]. Hu et al., [15] also presented a 
review of the concepts, models, and implementation of CPS, 
with the aim of analysing the robustness of these models.  

Another challenge is to carry out digital forensic 
investigation in CPPS, due to the variety of sensors required 
to produce and manipulate data.  Mahomed et al., [16] is of 
the view that every CPS should ensure that security is 
implemented in such a way that forensic capabilities can be 
supported in case of breach. In this era of industrialization, it 
is crucial to ensure that data are stored in the cloud. Sonia, et 
al., [17] however presented the challenges of forensic 
investigations on the cloud, due to data accessibility and data 
privacy. Some of these forensic challenges can also be 
attributed to legal and ethical challenges, as discussed in [18]. 

In this article, the main objective is to study the landscape, 
impact, and opportunities of conducting digital forensics in 
CPPS. Since the field of CPS is broad and can span several 
industries, this work is limited to CPPS. To achieve this 
objective, several research questions that guide this study have 
been identified. These  questions include: 

• RQ1: What are the conditions and requirements for 
forensic investigation in CPPS? 

• RQ2: What are the main challenges posed to forensic 
investigations in CPPS? 

• RQ3: What are the opportunities or benefits of 
conducting forensic investigations on CPPS? 

• RQ4: What types of risk / attack could exploit current 
vulnerabilities in CPPSs?  

The remaining work of this paper has been organized as 
follows: Section II presents the background and literature 
survey, Section III presents the methodology and research 
materials, Section IV presents the discussion and analysis, and 
Section V concludes the work. 

II. BACKGROUND AND LITERATURE SURVEY 

A. Internet of Things (IoT) 

IoT is the core of industry 4.0 and industry 5.0 
technologies. The functioning of CPS and CPPS is based on 
the effectiveness of IoT connectivity and communications 
[19]. It important to ensure that a proper security framework 
of IoT-based CPPS is envisaged. Yang  et al., [20] has 
presented a review of security and forensic investigation 
challenges on IoT-based CPPS.  Rani  et al., [21] has 
expressed that a software defined network security framework 
using blockchain technologies is most efficient [21]. This is 
beneficial because blockchain technologies can preserve data 
integrity and can also be used to maintain the chain of custody 
in forensic investigations. Another major challenge of IoT is 
privacy, legal and ethical concerns [22]-[24]. Relating to 
forensic on IoT, a generic forensic framework has been 
presented in [25]-[27]. 

B. Industrial Internet of Things 

IIoT is an extension of IoT, which enables the industrial 
setup to function effectively and efficiently [28]. There are 
several security concerns in IIoT as presented in a survey by 
[29], [30]. One way to address such challenges is to employ a 
digital twin-driven secured edge private cloud [31]. The 
advantages of using IIoT is through the use of decentralized 
and adaptive data access control offered by multi-party data 
sharing [32]. 

C. Cyber Physical Systems (CPS) 

The CPS are being widely adopted, and their complex 
structure has been studied across the globe [4]. The 
configurations, and perspectives on their security and forensic 
investigative process have also been highlighted in [4]. 
Monostori e al., [7] presented the importance of CPS in 
manufacturing and the challenges they pose to emerging cyber 
threats. In [33], it was argued that the main foundational 
components should be the design of the embedded system that 
connects the IoT devices [33]. There are also several smart 
agents that play a crucial role in the functioning of a CPS [34]. 
Such smartness also pose several challenges in terms of 
digitization and control of industrial CPS [35]. 

D. Cyber Physical Production Systems (CPPS) 

The CPPS is an extension of the CPS, which operates in 
almost the same way. According to [13], CPPS have been 
discovered to have several characteristics, which exposes 
several research and development challenges [13]. Fraccaroli 
and Vinco, [36] were of the view that the main challenge is 
the modelling of a particular CPPS, and propose an analog 
mixed signal (AMS) because they support device 
heterogeneity [36]. Another concern with regards to CPPS is 
the unexpected delays caused by hardware or software and 
network problems. This can be resolved by implementing 
domain-specific language (DSL) to avoid ambiguity [37]. The 
understanding of several classifications of CPPS in terms of 
their application is also crucial. An analysis of a framework in 
this regard has been conducted and presented in [38]. The 
integration of process planning and scheduling also has some 
bearing implications [39]. Jiang et al., [40] was of the view 
that dynamic schedule can be effective on a multi-agent CPPS. 
It is important to impose a connective framework to support 
the life cycle of CPPS [41]. Transitioning from standard 
automation to CPPS can also pose several challenges. Some 
of the critical challenges of the concept of CPPS and their 
technical and operational challenges have been presented in 
[42]. Eckhart, et al., [43] presented automated quality driven 
approach for the analysis of security risks in CPPS. This is 
crucial to ensure that digital evidence can be retrieved with 
ease. Hastbacka et al., [44] has expressed that implementing a 
dynamic edge and cloud services can also improve the 
monitoring systems. Otto et al., [45] also mentioned that the 
use of automatic parameter estimation for reusable cyber 
components can be effective.  

E. Digtal Forensics 

Digital forensic is a process of identifying digital evidence, 
extracting such evidence, processing and analyzing the 
evidence, present the analysis report while maintaining the 
chain of custody [46], [47]. This field has been adopted in 
many fields and has a variety of applications, including 
questioned document examination, computer forensic, 
network forensic, cloud forensic, mobile forensic, IoT 
forensic, and cyber physical system forensic [48]-[50]. In 
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many instances, the procedure to conduct forensic 
investigation is similar, however the tools can vary depending 
on the location of the digital evidence [51]. Bangemann et al., 
[10] also expressed that the main challenge in CPS is the 
integration of classical components into the CPS [10]. Some 
of the challenges may also emerge from the engineering 
methods and tools deployed to automate CPS [52],[53]. 
Thakur et al., [54] has expressed that heterogeneous smart 
CPS for industry 5.0 demands the existence of emerging 
architectures. This becomes a challenge if the old architectures 
are deployed on newer technologies, which can increase non-
heterogeneity between sensors and other IoT devices [54]. 
Napoleone et al., [55] also presented a review of the 
characteristics of CPS for smart factories, concentrating on the 
application and their effectiveness. Chae et al., [56] also 
presented a survey on the perspective on Industrial CPS when 
being transformed to AI augmented CPS [56]. Malik et al., 
[57] discussed the security and forensic challenges on Industry 
4.0 SCADA systems. In [58], similar challenges were 
identified and discussed. 

III. METHODOLOGY AND RESEARCH MATERIALS 

A. PRISMA Framework 

The main survey framework adopted in this article is the 
preferred reporting items for systematic reviews and Meta-
Analyses (PRISMA) as depicted in Fig. 3 [59], [60]. To 
effectively exploit this framework, it is also important to 
consider other systematic literature surveys such those 
discussed in [61]-[63]. The principles discussed in the 
mentioned literature outline steps such as planning, search 
strategy, article selection criteria, quality assessment, and 
analysis, and presented in detail in the next bullet sections. 

 

Fig. 3. A Schematic representation of a PRISMA framework 

B. Planning 

Planning involves prescribing the required scope and 
materials required. This includes the identification of sources 
such as indexing databases and the formulation of research 
questions. The required articles were targeted from Scopus, 
IEEE, and Web of Science because they index high-quality 
peer-reviewed articles. Google scholar was not used because 
it was assumed that all the articles which can be found in these 
three indexing databases may have been published on Google 
scholar. Another reason was that some of the articles in 
Google Scholar may have not been peer reviewed. 

C. Search strategy 

This involves the combination of search keywords and 
search phrases which can produce maximum results. The main 

idea of building is the search strategy is to produce maximum 
hits of articles, which can be found in each indexing database 
used. The search strategy and the different hits produced by 
each search strategy used in shown in Table 1. 

TABLE 1: SEARCH STRATEGY 

Search Strategy Hits 

(TITLE-ABS-KEY (cyber W/5 physical W/5 

production W/5 system*) AND TITLE-ABS-KEY 

(cybersecurity) ) 

32 

( ( ( TITLE-ABS-KEY ( cyber W/5 physical W/5 

production W/5 system* ) AND TITLE-ABS-KEY ( 

cyber AND security ) ) ) OR ( ( TITLE-ABS-KEY ( 

cyber W/5 physical W/5 production W/5 system* ) 

AND TITLE-ABS-KEY ( cybersecurity ) ) ) ) AND 

NOT ( ( TITLE-ABS-KEY ( cyber W/5 physical W/5 

production W/5 system* ) AND TITLE-ABS-KEY ( 

cybersecurity ) ) ) 

85 

(TITLE-ABS-KEY (physical* W/5 infrastructure*) 

AND TITLE-ABS-KEY (digital* W/5 forensic* ) ) 

12 

 

D. Selection Criteria 

Article selection criteria were based on the publication 
language, of which the preferred language was English. The 
articles should also be available as full texts without paying a 
subscription. The articles were also limited to those published 
in Engineering or Computer Science literatures. The 
summarized exclusion and inclusion criteria is presented in 
Table 2. 

TABLE 2: A SUMMARY OF EXCLUSION AND INCLUSION CRITERIA 

Exclusion Criteria (EC) 

EC Articles not published in English language 

EC Articles outside the scope of cyber physical systems and 
digital forensics 

EC Duplicates from the other indexing databases 

Inclusion Criteria (IC) 

IC Articles relevant to cyber physical systems and digital 
forensics 

IC Articles published from 2025 to date 

IC Articles published in English 

IC Articles with full text 

IC Articles published in engineering and computer science 
related disciplines 

E. Quality Assessment 

The titles and abstracts were reviewed to assess the quality 
of the content of the required research materials. Duplicate 
articles were also removed using the Excel tool.  

IV. DISCUSSION AND ANALYSIS 

In this article, several published works have been analyzed 
and compared against this work in terms of the features used 
for comparative analysis. Table 3 shows some of the analyzed 
reviewed research articles analyzed. 
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TABLE 3: AN ANALYSIS AND COMPARISON OF REVIEWED RESEARCH ARTICLES 

Authors Contribution A B C D E 

Zhang et al, 2023 [4] Overview and perspectives of the advances in Industrial Cyber-
Physical Systems 

     

Lyu et al, 2019 [64] Safety and security risks assessment in cyberphysical systems      

Fraccaroli and Vinco, 2023 
[65] 

Modelling Cyberphysical Production Systems with 
SystemC_AMS 

     

Vogel-Heuser et al, 2021 [37] Redeployment of Smart Algorithms in Cyber-Physical Production 
System using DSL4hDNCS 

     

Zhu and Zhang, 2018 [66] A Cyber-Physical Production System Framework of Smart CNC 
Machining Monitoring System 

     

Uhlemann et al, 2017 [67] The Digital Twin: Realizing the Cyber-Physical Production 
System for Industry 4.0 

     

Harrison et al, [41] A Connective Framework to Support the Lifecycle of Cyber-
Physical Production Systems 

     

Eckhart et al, [43] QualSec: An Automated Quality-Driven Approach for Security 
Risk Identification in Cyber-Physical Production Systems 

     

Hastbacka et al, [68] Dynamic Edge and Cloud Service Integration for Industrial IoT 
and Production Monitoring Applications of Industrial Cyber-
Physical Systems 

     

Robiero and Bjorkman 2018 
[42] 

Transitioning from Standard Automation Solutions to Cyber-
Physical Production Systems: An Assessment of Critical 
Conceptual and Technical Challenges 

     

Mercan et al, 2020 [69] Security, Privacy and Ethical Concerns of IoT Implementations in 
Hospitality Domain 

     

Mahomed et al, 2020 [16] Cyber-Physical Systems Forensics      

Kayan et al, 2022 [70] Cybersecurity of Industrial Cyber-Physical Systems: A Review      

Hasan et al, 2023 [71] Review on cyber-physical and cyber-security system in smart grid: 
Standards, protocols, constraints, and recommendations 

     

Wang et al, 2022 [72] Digital Workers in Cyber-Physical-Social Systems for PCB 
Manufacturing 

     

Xing and Shen, 2024 [73] Security Control of Cyber–Physical Systems Under Cyber 
Attacks: A Survey 

     

Lyu et al, 2019  [64] Safety and security risk assessment in cyberphysical systems      

Mahomed et al, 2020 [74] Cyber–physical systems forensics: Today and tomorrow      

Kim et al, 2023 [75] Cybersecurity and Cyber Forensics for Smart Cities: A 
Comprehensive Literature Review and Survey 

     

Harkat et al, 2024 [76] Cyber-physical systems security: A systematic review      

Leitao et al, 2016 [77] Smart Agents in Industrial Cyber-Physical Systems      

Grady et al, 2021 [78] When Smart Systems Fail: The Ethics of Cyber–Physical Critical 
Infrastructure Risk 

     

Canonico and Sperli, 2023 [79] Industrial cyber-physical systems protection: A methodological 
review 

     

This article A comprehensive analysis of challenges and opportunities within 
the forensic investigative processes of cyber physical production 
systems 

     

Note: A: Security and Privacy B: Frameworks, C: Legal and Ethical, D: Evidence Acquisition, E: Evidence Analysis, : discussed, : Not 
discussed. 
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A. Findings of the Research 

The findings of the systematic literature review indicate 
that while there has been significant progress in developing 
digital forensic technologies and frameworks applicable to 
CPPS, there are several gaps which remain unresolved. Some 
of the missing gas is the lack of standardized frameworks, and 
this limits the ability to conduct comprehensive digital 
forensic investigation.  

Another challenge is the limitation in the integration of 
real-time forensic capabilities because the dynamic nature of 
CPPS requires real-time data acquisition and processing. The 
CPPS forensics investigation encompasses the investigation 
of cyber incidents which may affect some portion or the entire 
physical production systems. The findings of this review have 
revealed that there is growing interest in data-driven research 
forensic investigations.  

Several challenges were identified which hamper 
comprehensive and successful forensic investigation, and 
such challenges include complexity of CPS, the need for real-
time data acquisition and analysis, maintaining the integrity of 
evidence through chain of custody, and the integration of 
diverse non-heterogeneous technologies. Some of these 
complex CPS application technologies are depicted in Fig. 4.  

 

Fig. 4. Some applications of CPS where emerging cyberthreats are 

rife and enormous and forensic investigations are complex. 

The findings presented here were based on the analysis of 
research articles between 2015 and 2025. As per  Fig. 5, at the 
time of search there were only two articles published in 2015, 
but the research reached its first peak in 2018, and the articles 
reached the first peak at 57 articles. In 2021, the articles 
reached the second peak at 76 articles. 
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Fig. 5. An illustration of published articles per year 

B. Recommendations and Limitations 

To address the identified gaps and limitations of existing 
technologies, the following recommendations are proposed: 

• Standardization: 

 Researchers should collaborate with technologists to 
develop standardized forensic frameworks customized for 
CPS to ensure consistency and reliability in investigations. 

•  Real-Time Forensics: 

 There is a need for real-time data acquisition, analysis, 
and processing. This will also need the use of advanced big 
data analytics, AI and ML techniques. 

•  Interdisciplinary Collaboration: 

 Worldwide collaboration is required between 
cybersecurity professionals, legal experts, forensic specialists, 
and industry practitioners to address the multifaceted 
challenges of CPPS forensics. This will also enhance the 
sharing of real-world data sets to facilitate the development 
and testing of forensic tools. 

C. Limitations  

The primary limitations of this research encompass the 
scope of literature that covered articles from only three 
databases with articles published between 2015 and 2024. The 
selected indexing databases were limited to IEEE Xplore, 
Scopus, and Web of Science, which may not cover all relevant 
literature, potentially leading to a biased overview. There is 
also an element of rapid technological advancement, 
especially in the space of CPS, and this may also render the 
findings in this research obsolete. 

D. Answering Research Questions 

The identified research questions, has been summarised in 
Table 4. 

TABLE 4: TABLE OF RESEARCH QUESTIONS AND SOLUTIONS 

Research Question Research Solution 

RQ1: What are the 
conditions and 
requirements for forensic 
investigation in CPPS? 

The security technologies should be 
designed to aid forensic 
investigation work 

RQ2: What are the main 
challenges posed to 
forensic investigations in 
CPPS? 

 

Heterogeneity of connected 
devices. Technologies such as DSL 
can be because they naturally 
support heterogeneity 

RQ3: What are the 
opportunities or benefits of 
conducting forensic 
investigations on CPPS? 

 

Data can be hosted on the cloud, 
and since it is a production system, 
data logs are saved for the purpose 
of inspections 

RQ4: What types of risk / 
attack could exploit 
current vulnerabilities in 
CPPSs? 

The main attacks relates to data 
breach, malware to interpret 
production system. 
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V. CONCLUSION AND FUTURE WORK 

The presented systematic review of the literature has 
highlighted that CPPS requires the use of ML technologies to 
detect, process, and analyze digital evidence. This study also 
presented some of the bottlenecks such as the lack of 
standardized frameworks and the lack of data availability to 
train the newly developed technologies. 

Digital forensic investigations in CPPS are crucial for 
ensuring the security and resilience of modern production 
systems. This systematic literature survey provides a 
foundation for future research, highlighting current trends, 
challenges, and opportunities in this evolving field. By 
addressing the identified gaps and following the proposed 
recommendations, the field of CPPS forensics can advance 
significantly, contributing to the overall security and 
efficiency of Industry 4.0. 

Future research will be extended to the development of 
standardized forensic methodologies and technologies which 
will enhance real-time forensic capabilities. This systematic 
literature survey provides a foundation for future research, 
highlighting current trends, existing challenges, and 
opportunities. Another active area worth exploring is AI and 
Blockchain technology for privacy preservation and 
maintaining the chain of custody by making use of distributed 
ledger technology. 
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