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Abstract—Strong security measures must be integrated in an
era where data security is critical, particularly for sensitive data
handled by IoT devices. In order to strengthen Internet of
Things security, the use of Hardware Security Modules (HSMs)
is investigated in this research. We examine the development
and effectiveness of HSMs in boosting IoT security through a
thorough study of the literature. Our results demonstrate the
vital role that HSMs play in protecting cryptographic keys and
thwarting any attacks. We explore the difficulties of
incorporating HSMs into IoT environments and suggest
practical approaches. This research concludes by highlighting
the role that HSMs play in strengthening IoT security
architecture.
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I. INTRODUCTION

In particular, it is of the utmost importance for customers
who deal with sensitive data or who operate in highly
regulated industries to have both operational and data security
in place. Customers of the Internet of Things face an
additional obstacle when it comes to the issue of allowing
rigorous security standards for connectivity of the Internet of
Things to cloud platforms (Crestini, n.d.). Two prominent
examples of techniques that are widely employed for the goal
of assuring the security of communication traffic are
cryptographic keys and asymmetric data encryption methods.
Both of these approaches are used to encrypt data or data
transmissions.

According to (Crestini, n.d.), the most crucial requirement
for Internet of Things devices is the secure storage of
cryptographic keys. This is because it prevents malicious users
from having direct access to the device. An adversarial user
may assume the identity of an Internet of Things device in the
case that a private key was obtained (Yu, 2021). This would
allow the adversary to gain access to private company
information technology resources or to transmit fraudulent
data, both of which could have repercussions that could be
disastrous.

Hardware Security Modules, which are often referred to as
HSMs, are a solution that is utilized by a large number of
customers that are enthusiastic about protecting their digital
keys and certificates. When it comes to concealing private
keys, high-security modules (HSMs) provide a hardware-
based method that is both effective and efficient. However,
according to Saidov et al. (2017), the process of integrating
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them into the software stack of an Internet of Things device is
not a simple, easy procedure.

Core Contribution

The paper titled, ‘Enhancing IoT Security through
Hardware Security Modules (HSMs)’ is an important addition
to the current literature on loT security as it best describes the
essential aspect of how the IoT system’s security hinges a lot
on HSMs when it comes to safeguarding cryptographic keys
and enabling secure communication within the IoT domain.
The paper also contains a description of the problem
associated with the implementation of HSMs into IoT devices,
as well as the advantages of their usage for protection of
devices and information from unauthorized users and attacks.
In addition to identifying the role of HSMs in improving IoT
security this paper presents actionable solutions of the
challenges of deploying HSMs. In so doing, the paper enlarges
the body of knowledge on how to improve IoT security
architectures specifically for organizations such as industries
that can handle sensitive data and operating under strict
regulatory laws.

Structure of the paper

Literature Review: This section seeks to provide an
empirical review of the current literature regarding the
involvement of HSM in IoT security.

Methodology: The paper employs technique known as
Systematic Literature Review (SLR) in order to conduct data
inclusion and analysis from secondary databases.

Results: The outcome of the study is featured in this
section by demonstrating how HSMs contribute to IoT
security by storing keys, as well as executing random key
creation and cryptographic operations.

Discussion: The discussion section explores the
consequences of the outcomes for the work by discussing the
difficulties and factors one has to keep in mind for
incorporating HSMs into IoT systems.

Conclusion: The paper concludes by restating the findings
made in the paper and reemphasizing on the important of
HSMs in improving the security of IoT.
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II.  LITERATURE REVIEW

According to Sindu et al. (2019), the implementation of
Hardware Security Modules is an essential step in enhancing
the security of the Internet of Things. They accomplish this by
keeping cryptographic certifications and keys in a secure
location, which they provide for their customers. Since
cryptographic keys serve as the foundation for authentication
and encryption methods, they are an indispensable component
in the process of ensuring the safety of messages that are
transmitted across the Internet of Things (IoT) (Crestini &
Palazzi, 2023). Hardware security modules (HSMs) ensure
that these keys are protected from being altered and from
being accessed by individuals who are not permitted to do so.
They do this by providing a secure environment for the
generation, administration, and storage of these keys.

According to Sidhu et al. (2019), one of the primary
functions of hardware security modules (HSMs) is to generate
cryptographic keys through the process of hashing. These
keys are usually the target of malicious actors that are
attempting to exploit networks and devices connected to the
Internet of Things (IoT). Hardware security modules, often
known as HSMs, are effective in enhancing the overall
security posture of Internet of Things installations because
they prevent the storing of keys and the theft of keys. The keys
are stored within a specific hardware module, which allows
for this to be performed. Hardware security modules (HSMs)
contribute to the protection of the confidentiality and integrity
of data that is exchanged between cloud platforms and devices
connected to the Internet of Things (Williams et al., 2022).
This is accomplished by facilitating the secure execution of
cryptographic operations such as encryption and decryption,
which are examples of cryptographic operations.

Sisavath and Yu, (2021), mentioned that Hardware
security modules, also known as HSMs, provide a secured
environment for the administration of keys and the control of
cryptographic activities. This makes it less likely that they will
be compromised or that they will be accessed by unauthorized
parties. Crestantini and Palazzi (2023) state that a wide variety
of industries, such as the healthcare business, the financial
sector, and the government, are subject to severe regulatory
requirements that control data security and privacy.

According to Wu, et al., (2020), these policies require that
these industries adhere to certain standards. The utilization of
hardware security modules (HSMs) for the purpose of
safeguarding sensitive data and cryptographic assets enables
enterprises to ensure that they are in compliance with both
industry standards and legal obligations (Wu, et al., 2020).
High-security measures, also known as HSMs, have the ability
to reduce the impact of a wide range of cyberthreats, such as
unauthorized access, data breaches, and man-in-the-middle
attacks. Using strict cryptographic limits, high-security
modules (HSMs) are able to assist Internet of Things (IoT)
systems in overcoming rising security vulnerabilities
(Cabrera-Gutiérrez, et al., 2022).

According to the given Chien, et al., (2020), in order to
demonstrate a commitment to robust security procedures,
high-security modules (HSMs) are implemented into Internet
of Things (IoT) settings. This, in turn, encourages confidence
and assurance among users (Chien, et al., 2020). According to
Butun et al. (2020), HSMs have the ability to assist businesses
in differentiating themselves in oversaturated markets,

enhancing the trust of their consumers, and minimizing the
risks associated with their reputations. Each of these benefits
can be achieved through the use of HSMs. Because it is a
process that has the potential to be challenging and resource-
intensive, integrating HSMs into pre-existing Internet of
Things systems requires meticulous preparation and the
participation of stakeholders who are involved in the process.
The implementation of HSMs, as stated by Cabrera-Gutiérrez
et al. (2022), adds an extra layer of difficulty to the integration
process. This is due to the fact that it may be necessary to make
adjustments to the hardware, firmware, and software.

According to the findings of a study that was conducted by
Butun, et al., (2020), the installation and purchase of hardware
security modules can be extremely expensive. This is
especially true for companies that have implemented Internet
of Things on a broad scale. There is a possibility that certain
businesses will be unable to afford the initial expenditures that
are associated with the adoption of HSMs, in addition to the
ongoing expenses that are associated with maintenance and
support. Because of the present standards, protocols, and
infrastructure of the Internet of Things, there is a possibility
that HSMs will experience difficulties. According to Al-
Omary et al. (2018), in order to effectively tackle
compatibility concerns, it is necessary to conduct exhaustive
testing and validation in order to ensure that the integration
with a variety of Internet of Things devices, platforms, and
communication protocols is carried out without any problems.
It is common for devices that are a part of the Internet of
Things to have minimal capacity for memory, power, and
CPU. This can have an impact on how well HSMs work and
how effectively they scale out. When it comes to integration
efforts, the most important priority should be, respectively, the
optimization of resource utilization and the minimizing of
HSM influence on the functionality of Internet of Things
devices. Both of these should be prioritized (Chmiel, et al.,
2021).

The applying of Hardware Security Modules (HSMs) in
preserving IoT gadgets has lately turned into extolled more as
IoT systems progress and become instigate to cybercrimes.
HSM, which is designed to store and secure cryptographic
keys, play a significant role in ensuring the data protection and
security including integrity and confidentiality as well as
authenticity across IOT systems. According to Afzal, et al.,
(2021) a study done it pointed that the HSMs offer an
improved security because they incorporate anti-tampering
mechanisms thus guaranteeing secure connection in IoT
devices.

Furthermore, Merino, et al., (2020) pointed out that HSMs
should be incorporated into [oT architectures because of the
growing sophistication and networking of IoT devices. Also,
pointed out that HSMs are protecting not only the
cryptographic processing but also are involved in the firmware
upgrade protection and integrity of the device authentication
(Merino, et al., 2020). Besides that, Tawalbeh, et al., (2020)
investigated productivity-related costs of implementing
HSMs for large-scale ToT networks and found that despite
higher initial costs, the potential benefits are substantial in
achieving enhanced security, and shrinking the data breach
risks (Tawalbeh, et al., 2020).

These innovations have also aimed at enhancing the
integration of HSMs in different and various IoT systems. A
more extensive, presented the prospects and problems,
regarding the incorporation of HSMs with other IoT standards
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and supports. This situation was explained by the fact that
more standardized flexible HSM solutions need to be offered
to support the fast changing of loT.

III. METHODOLOGY

The Systematic Literature Review method is used in the
paper which focuses on collecting the data from the secondary
sources which includes the published articles, journals, and
researches to make the analysis of the data about IoT Security
through Hardware Security Modules. In the first phase, the
paper focused on selecting 36 papers on the basis of the key
search terms included as, “IoT Security”, “Hardware Security
Modules”, and “IoT Security through Hardware Security
Modules”. The searches were done on Google Scholar, from
IEE papers, Scopus Journal, Elsevier and many others to get
the most relevant and recent papers in study.

With these key terms, the selection of the first 33 sources
was done, to access the impact of IoT Security through
Hardware Security Modules, and analysing that how it has
evolved over time. In the second phase, the search was more
refined by restricting the search with the year. From the
selection of the 25 sources, the filter of the years was
integrated that made the selection of the most relevant papers
that are from the past 5 years. Thus, with both the phases, the
final sources for the result and discussion for the study is done
with final 19 papers selected. With this, “Enhancing [oT”, was
analysed closely to attain the outcomes.

The inclusion criteria included the paper from the recent 5
years, and the relevant papers which are about the IoT and its
relevance in enhancing the hardware security across. The
criteria of exclusion included no paper previous to 5 years, no
paper which was not accessible and was not considered to be
published on a renowned page or journal, to maintain the
validity and reliability of the study, and deliver authentic
outcomes.

IV. RESULTS

An Internet of Things device is provided with a key-pair
that consists of both the private key and the public certificate,
in addition to a trust-store that contains the server Certificate
Authority (CA) chain. This is done in order to guarantee that
the communication that takes place between the devices is
safe. It is important to have this information in order to enable
both client authentication on the server side (by utilising the
trust-store) and server authentication on the client side (by
utilising the key pair). Both of these authentication methods
are necessary in order to provide client authentication. In this
particular instance, the identifying mechanism in question is
referred to as Mutual TLS authentication, and the figure that
follows provides an illustration of it.

Mutual Authentication through TLSv1.2 in AWS loT Core
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Fig. 1. Mutual Authentication of AWS IoT

In the form of a cryptographic chip, a Hardware Security
Module (HSM) is a physical module that is capable of
providing security. It is possible to link it to a high-speed bus
or just solder it onto the device itself.

The following are the benefits it offers a secure key vault
that stores keys and generates random keys based on entropy
and other factors (Borgaonkar, et al., 2021). Cryptographic
operations are implemented on the semiconductor, without the
software stack being exposed to them. The non-volatile
memory (NVM) on the chip is the subject of sophisticated
anti-tampering measures that provide physical safety
(Borgaonkar, et al., 2021).

The operating steps of an HSM
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Fig. 2. Steps of HSM Working

From the above figure, it can be inferred that the steps within HSM wokring
needs a huge path to follow, which includes the installation of the device, the
performance with the isolated network as well, installation of hardware
security module, requesting the operation to business application and then
receiving the output as well.

V. DISCUSSION

Hardware security modules, often known as HSMs,
provide a solid method of protecting cryptographic keys while
also taking into consideration all of the security concerns.
However, in order for them to function correctly, it is
necessary to do thorough installation and maintenance.
According to Al-Omary et al. (2018), in order for businesses
to properly manage risks, they must first determine the
security requirements that they have and then take the
appropriate corresponding steps. The importance of ensuring
compliance with data privacy standards cannot be overstated,
particularly for highly regulated industries such as healthcare
and banking. According to Cabrera-Gutiérrez et al. (2022),
enterprise security management systems (HSMs) have the
capability to assist businesses in demonstrating compliance
with industry standards and meeting regulatory obligations.

HSMs in Internet of Things networks confront two
integration hurdles: interoperability issues and resource
restrictions. Despite the fact that they have numerous built-in
advantages, Internet of Things networks face these challenges.
The authors Saidov et al. (2017) state that in order for
companies to successfully overcome these challenges, they
need to conduct a comprehensive analysis of the situation and
come up with potential solutions. For the successful
installation of Hardware Security Modules in Internet of
Things systems, it is vital to adhere to the best practices in the
industry and collaborate with a wide variety of stakeholders
(Williams et al., 2022). It is necessary to do a comprehensive
risk assessment in order to identify the security flaws, threats,
and regulatory duties that are specific to the Internet of Things
and the environment in which it operates. Utilising the
individualised HSM deployment will allow you to effectively
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control the risks that have been identified as well as the
regulatory requirements.

At the very beginning of the process of creating systems
for the Internet of Things, security concerns must to be taken
into conscious consideration. When referring to this particular
approach, the term "security by design" is the one that is
utilised (Tanasiev, et al., 2021). By utilising a security-by-
design strategy, you should make the protection of
cryptographic keys, the preservation of data integrity, and the
preservation of privacy your top priorities for the entirety of
the lifecycle of the Internet of Things (Wu, et al., 2020).

Standardisation of industry standards and protocols, as
well as encouragement of their use, are required in order to
guarantee compatibility across embedded systems and devices
connected to the Internet of Things. Ensure that the current
security standards and protocols are adhered to at all times
(Tanasiev, et al., 2021). This is absolutely necessary in order
to facilitate seamless integration and interoperability
throughout the system. The implementation of systems that
enable continuous HSM monitoring, auditing, and assessment
is something that Al-Omary et al. (2018) recommend carrying
out. Proactively locating and fixing performance issues as well
as security vulnerabilities will be possible as a result of this
technology.

Internet of Things Trust Zones and Boundaries

Cloud Services

Cloud Gateway
Zone

——— ——

Fig. 3. Iot Security Architecture

It is recommended that you routinely update and fix the
firmware and software of your HSM in order to protect it
against newly discovered vulnerabilities and threats.

It is of the utmost importance that the different players
involved, including manufacturers of the Internet of Things
(IoT), professionals working in the security industry,
government organisations, and business associations,
encourage collaboration and the exchange of information
(Tanasiev, et al., 2021). In order to enhance the robustness and
efficiency of security systems for the Internet of Things, it is
essential to share information security best practices, ideas,
and lessons learned with one another.
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Fig. 4. Hardware Security of IoT

This HSM system is adding to the layer of security by
engaging with the more secured storage system, and with the
management of the cryptographic keys within. This is helpful

in authentication with better modes of encryption and
authentication, protecting the system from the unauthorised
access. HSMs also contributes with the overall security
posture of the system where it mitigates with the risk, ensuring
the data integrity and confidentiality. Even the security system
HSM bring is helpful with the businesses to get with sensitive
data, its protection and overall management of assets and
security. An additional layer of security is added with its
feature of assurance where it instils with the confidence and
assurance and differentiation to enhance the customer trust
within.

VI. CONCLUSION

The significance of Hardware Security Modules in
increasing loT security is highlighted by the outcomes of the
systematic literature review. HSMs are crucial for defending
IoT networks against unauthorised access and data breaches
because they secure cryptographic keys, assure regulatory
compliance, and minimise cyber risks. HSM adoption
demands thorough preparation, coordination, and adherence
to industry best practices, even with integration issues. Going
forward, organisations need to put security issues first and
deploy HSM technology to develop trustworthy and
dependable IoT solutions. HSMs will play a crucial part in
guaranteeing security as IoT use develops. Advancements in
standards and protocols for secure IoT communications,
mitigation of emerging risks, and progress of HSM
technology should be the primary areas of future study.

HSMS play a vital role in enhancing security of IoT
devices to safeguard the cryptographic keys together with
integrity of the data. Because of their fairly strong security
measures, organizations dealing with secure data such as the
health and financial sectors cannot do without them.
Although, they are very effective, there are some drawbacks
concerning them these are costly, hard to implement, and
sometimes experience interoperability problems. Mitigating
such challenges is crucial in the improvement of [oT security
across the different sectors.

Research Gap

There is limited research work on analyzing the long-term
sustainable architecture of HSMs and their performance in
various [oT domains. More research should therefore be
carried out in the discovery of cheap solutions to HSM as well
as evaluating its flexibility in addressing the changing IoT
threats and technologies.
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